: A57986 

Subject » Oulda Lins* for Security Classification 

To i AO front S/ABST (Nr. Priedann) l6 June $k Cconont #6 

6&93/eaa 

1. Since tbs principles contained la Appendix B of the tHCUBA Agreenent 
ere mndatorlly the bas is of all our regulations and directives for the security 
sad dissemination of COWST, it Is recormnflcd that a ds tailed comparative study 
be nade of the subject Guide Lines and Appendix B. 



*. A United study has been mde. In an effort to sake the proposed 
B3A Guide Lines sure coo^ lately ooaslstent vrlth Appendix B, and for the sake 
of alarity, It Is suggested that the belov numbered parts of the "Guide Lines 
for Security Classification" be changed as indicated* 



CIOH 1 - GENERAL 



Page 3f Paragraph 3 - Underscore the whole paragraph. 

Page 3, - Insert the definition of CCHIBt (Appendix B, Page 1) 

between paragraph k and paragraph 3* 

Fags 3, Paragraph 5 * The third sentence should read* "Initially, CCMIBT 

material ooaee to ..." 

Page k. Paragraph 9a - Recommended i "Cryptintelligence Is that OOMBIT which 

results from cryptanalysis of the system utilised by 
message originators to protect the traffic during Its 
transadsslon. This Includes speech and facsimile 
security system." 

Paragraph 5b - Recommended* "traffic Intelligence is that OOUmT 
which results from traffic analysis and from plain 
texts. This Includes OGMIffP produced by all naans 
Short of the actual cryptanalysis of Intercepted 
communications . ° 



Paragraph 5c - Quit. 

Paragraph 6 - Rscosnsndedt "Information derived from these processes 
(cryptanalysis and traffic analysis is) . . . " 

Paragraph 6a - the second sentence should read* "... of certain high 
level system as specified by existing authorities. 

Paragraph 6b - Recommended* “Category II OQNXBT Is less sensitive 
than the preceding category in that protection of Its 
source is not always tbs over-riding consideration 
and is ons which can, by acceptance of a calculated 
risk, be diseeatnated with a less rigid standard of 
security. " 
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P*MP» 5# Paragraph 6b 

Paragraph 6c 
Paragraph 7k 
Fag* 6, Paragraph 6 

Pac» 7# 



*»*• 6 , 

Paragraph 6 
Pag* 11, Paragraph 1 




•'"This category will' include 0 ..... seeur : ity ayatems 
specified by existing guthariti— . Zt Is... n 



- Wtcc—sn&tflt " . . . lor level CCMZffP as specif lad by 
existing authorities. Material ...” 



* Beccasnndedt *. . . uutually agreed upon by UK and IB 
to he la other categories. This list 

- Itacomaeatedi "As a means of further assistance to 
personnel within HBA the following classification 
guide lines have been established. Keaatdber they 
are only general in nature and that the classification 
of any given item must ha established BOUELZ OH ITB 

cwhmsutb.* 



agCTIOH H - TCP SECRET CCHBWOBP 
Section H should also include} 



“Crypt Intelligence except where specifically assigned 
to other categories. 

"Traffic Intelligence Involving such combination 
("fusion”) of separate Traffic Intelligence or other 
Category II sources as produces Information whose value 
is so great that security of content becomes the over- 
riding consideration. 

"Material Involving sensitive collection procedures 
or the revelation of success against unusual, sensitive 
or complex transmission procedures and devices." 

tECTIQg HI - TOP ggCRBE 

out 



ggCTIOIf IV - SECRET CODEWORD 
Section IV should also Include * 

"Crypt Intelligence specifically assigned to Category U." 
KECTIQI VII * UWCIASSmgl) 

Recoesmndedi "... service cryptologic agencies as 
s vholej sod association of USA with the Service 
cryptologic agencies as a whole." 



WILLIAM T. J5HKEMAB 
Special Assistant 



